Exposing the Internet-Connected Infrastructure of a FBI Most Wanted Cybercriminal - 
Aleksei Belan - An OSINT Analysis 


We've decided to offer an in-depth peek inside the Internet-connected infrastructure of a FBI 
Most Wanted Cybercriminal Aleksei Belan with the idea to assist U.S Law Enforcement and the 
security industry on its way to track down monitor and act upon current and upcoming cyber 
attack campaigns courtesy of the same cybercriminal. 
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104.18.40.143 198.584.117.212 104.18.41.143 62.76.182.72 62.76.190.68 185.50.25.13 777.221.159.235 
mnogo.mobi@aliperson.ru moy-yawik@bk.ru reg@legato.name 


Sample domains known to have been involved in the campaign: 


Sample personally identifiable email address accounts known to have been involved in 
the campaign: 


moy.yawik@gmail.com 
moy-yawik@bk.ru 


Sample known responding IPs known to have been involved in the campaign include: 


177.221.159.235 
62.76.182.72 
62.76.190.68 
185.50.25.13 
104.18.41.143 
198.54.117.212 
104.18.40.143 


Related domains known to have been involved in the campaign include: 


wap-chat.ru 
mnogo.mobi 
vogues.us 
nashop.us 
modclothes.us 


navishop.us 
gapclothes.us 
nhishops.us 
kohlshop.us 
mallsonline.us 
jcpenneyshop.us 
nhigear.us 
jcrshop.us 
champsport.us 
buyuniforms.us 
ardstore.us 
buynba.us 
burlingtons.us 
dailyfashions.us 
exsports.us 
lishop.us 
nflgo.us 
glamours.us 
flareshop.us 
fridaysale.us 
foxshops.us 
nymagstore.us 
dillardstore.us 
fanasports.us 
nysport.us 
nordst.us 
internshop.us 
exshop.us 
mondayshop.us 
ladstore.us 
marc-rich-agriculture.fr 
nflpro.us 
fading.us 
jewishview.us 
descry.us 
nudefemales.us 
kinohit.us 
livetale.us 
latinosemprendedores.us 
juegosdecoches.us 
miracleworld.us 
lifeinsurancereviews.us 
bsnsports.us 
dailyshopping.us 


charlostore.us 
asoshop.us 
brooksbrot.us 
officialnbabuy.us 
officialnflsupply.us 
officialnflhome.us 
officialnbaget.us 
officialnbaset.us 
officialnflworld.us 
officialnflforsale.us 
officialnflcome.us 
officialnbasupply.us 
miamibeachproperties.us 
garnett.us 
detroitparanormalsociety.us 
freepornwatch.us 
gaybondage.us 
missliberia.us 
masterworksart.us 
midsouth.us 
exertion.us 
itstartswithus.us 
gopen.us 
homegardening.us 
keystrokecapture.us 
lendquest.us 
linkman.us 

ladoi.us 

deser.us 

esas.us 

isness.us 
elitemovingsystems.us 
kmdesign.us 
gottadance.us 
loanminute.us 
designmagic.us 
justsport.us 
markandsusanbelle.us 
hiddenoaks.us 
e4b.us 

lifesoft.us 
localharvest.us 
bowlinggreenohio.us 
locallawyer.us 


jerseysee.com 
jerseyzee.com 
jerseysmol.com 
jerseyclick.com 
jerseysenter.com 
jerseysyou.com 
jerseysco.com 
jerseysnet.com 
jerseyin.com 
jerseywin.com 
jerseysis.com 
jerseyscome.com 
jerseyssmart.com 
jerseyneed.com 
jerseyaol.com 
jerseysday.com 
forumcreditunion.us 
nowsthetime.us 
letemplay.us 
lakeerielodge.us 
iamborn.us 

igtv.us 
headphonestore.us 
ebookr.us 
jerseysio.com 
buynbagear.us 
jerseyslink.com 
mjerseys.com 
officialnflhotsale.us 
officialnflonlinestore.us 
officialnflcollect.us 
officialnflenjoy.us 
authenticnfl.us 
officialnbaonsale.us 
shopyeezy350.us 
headphonesget.us 
shoesbestsale.top 
nicepandora.us 
nfljerseysofficials.us 
nflstar.us 
nfltopjerseys.us 
watchesproshop.com 
louboutins.us 
officialnbabest.us 


top1jerseys.com 
chishop.us 
mibnew.us 
nflzip.us 
nbanew.us 
nhinew.us 
gearshop.us 
shopgears.us 
rivaracing.us 
bearinsider.us 
azymall.us 
eshoppings.us 
kayaoptics.us 
emostore.us 
officialnflsale.us 
topsneakers.us 
officialnbaonline.us 
officialsnflshop.us 
mibtopjerseys.us 
nflvips.us 
nflhots.us 
officialnbaapparel.us 
nhitopjerseys.us 
tbishop.us 
roshop.us 
instyleshop.us 
rossapparel.us 
topsfashion.us 
tsoshop.us 
ststore.us 
rue21shop.us 
vishop.us 
jcrewshop.us 
hmshop.us 
fansedg.us 
gestore.us 
officialnbaoutlet.us 
elleshop.us 
bodyglove.us 
fashionoct.us 
topclothesshop.us 
giarre.us 
bioumass.us 
bestclothesale.us 


laishop.us 
shopclothes.us 
styleshops.us 
myprods.us 
scadfashion.us 
ifshop.us 
voitshop.us 
officialnhls.us 
tobishop.us 
refineryshop.us 
cheapjerseyse.us 
coolglasses0.us 
coolglassesp.us 
bestairmaxd.us 
coolglassesd.us 
bestairmaxk.us 
cheapjerseysj.us 
saleairmaxb.us 
saleairmaxq.us 
bestairmaxu.us 
saleairmaxg.us 
bestairmaxp.us 
fashionsunglasses.us 
coolglassesx.us 
cheapjerseyso.us 
cheapnfljerseysr.us 
cheapnfljerseysp.us 
cheapnfljerseysh.us 
beatnikeairmax.us 
saleairmaxe.us 
coolglassesv.us 
fashionsunglassesh.us 
coolsunglasses.us 
cheapjerseysm.us 
cheapjerseys14.us 
fashionsunglassese.us 
cheapnfljerseysc.us 
cheapjerseys11.us 
cheapnfljerseysm.us 
saleairmaxy.us 
coolglasses3.us 
coolglasses8.us 
officialnhIcollect.us 
officialnhlenjoy.us 


officialnbadeals.us 
officialnbaonlinestore.us 
officialnbahome.us 
nflproshop.us 
officialnbahot.us 
nicejewelry.us 
officialnbanew.us 
sunglassesnew.us 
mibvipstore.com 
yeezyukonline.com 
adidasyeezybest.com 
robmy.us 
cheapjerseysb.us 
cheapjerseyst.us 
fashionsunglassesu.us 
coolglasses5.us 
bestairmax.us 
goodairmax9.us 
cheapnfljerseyse.us 
fashionsunglassesp.us 
coolglassesa.us 
goodairmax4.us 
cheapjerseysg.us 
bestairmaxf.us 
cheapnfljerseysj.us 
fashionglasses.us 
fashionsunglassesz.us 
coolglassesf.us 
rbukwin.com 

rboak.us 
rbuksale.com 
pandoraonsale.fr 
nikehot.com 
nikeonsale.fr 
sunglassesstore.fr 
sunglassessale.fr 
raybansshop.fr 
cheapjerseysr.us 
saleairmaxh.us 
cheapjerseysq.us 
cheapjerseys17.us 
saleairmaxf.us 
cheapnfljerseysf.us 
bestairmaxm.us 


cheapnikeairmax.us 
cheapjerseysf.us 
coolglassesu.us 
pandoraget.com 
pandorabestsales.com 
saleairmaxi.us 
bestairmaxg.us 
ownoneshoes.com 
salenikeairmax.us 
topjewelrystore.co 
jerseysact.com 
eshoes.top 
topjewelryshops.co 
newshoes.top 
topijerseys.com 
yezboots.com 
topjjersey.com 
topjjerseys.com 
topajerseys.com 
topljersey.com 
topsjersey.com 
topljerseys.com 
shoesemall.com 
topjewelryshop.co 
bestairmaxc.us 
cheapjerseys13.us 
bestairmaxo.us 
coolglasses9.us 
goodnikeairmax.us 
cheapnfljerseyst.us 
coolglassesz.us 
bestairmaxl.us 
cheapnfljerseysb.us 
bestairmaxr.us 
fashionsunglassesg.us 
cheapnfljerseysq.us 
goodairmax6.us 
saleairmaxx.us 
fashionsunglassesa.us 
cheapjerseysl.us 
coolglasses1.us 
goodairmax3.us 
fashionsunglassesd.us 
cheapnfljerseysi.us 


enshoes.com 
cheapnfljerseysd.us 
idstyles.com 
newlyboots.com 
eurocupjersey.com 
rakutens.net 
adidasboostoutlet.com 
bestadidasyeezy.com 
coolglasses2.us 
fashionsunglassesb.us 
coolglassesc.us 
cheapnfljerseyso.us 
fashionsunglassesw.us 
cheapjerseys15.us 
bestairmaxn.us 
cheapjerseysi.us 
bestairmaxa.us 
saleairmaxd.us 
coolglassesw.us 
cheapjerseys12.us 
saleairmaxa.us 
fashionsunglassesr.us 
cheapjerseysa.us 
fashionsunglasseso.us 
fashionsunglassesf.us 
cheapjerseyss.us 
cheapjerseysn.us 
coolglassesq.us 
goodairmax1.us 
coolglassesn.us 
goodairmax8.us 
cheapjerseys19.us 
cheapnfljerseysl.us 
bestairmaxt.us 
coolglasses7.us 
cheapnfljerseysn.us 
cheapnfljerseysg.us 
coolglassesb.us 
saleairmaxp.us 
bestairmaxh.us 
cheapjerseysd.us 
fashionsunglassesy.us 
fashionsunglassest.us 
cheapjerseys10.us 


cheapnfljerseysk.us 
cheapjerseys18.us 
coolglassesy.us 
cheapjerseysk.us 
fashionsunglassesv.us 
bestairmaxq.us 
cheapjerseysc.us 
cheapjerseysh.us 
goodairmax7.us 
saleairmaxc.us 
cheapjerseys20.us 
fashionsunglassess.us 
fashionsunglassesq.us 
fashionsunglassesc.us 
saleairmaxj.us 
fashionsunglassesx.us 
coolglassesi.us 
coolglasses4.us 
coolglasses.us 
cheapnfljerseyss.us 
goodairmax5.us 
saleairmaxw.us 
bestairmaxe.us 
goodairmax.us 
bestairmaxs.us 
saleairmaxz.us 
coolglasses6.us 
cheapjerseysp.us 
coolglassese.us 
cheapnfljerseysa.us 
goodairmax2.us 
discountnikeairmax.us 


We'll continue monitoring the campaign and will post updates as soon as new developments 
take place. 


